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burn()

predictorPayout +

counterpartyPayout == totalTokensBurned

setAccountFactory(address) ZeroDevKernelAccountFactory

sweepDust(bytes32, address)

setBridgeConfig(BridgeConfig)
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withdrawETH(address, uint256)

renounceOwnershipSafe()

setDeployer(address)

CREATE3

renounceOwnershipSafe()

setBridgeConfig(LZTypes.BridgeConfig)

setManager(address)

setMaxUtilizationRate(uint256)

setDepositInteractionDelay(uint256) setWithdrawalInteractionDelay(uint256)

setExpirationTime(uint256)

toggleEmergencyMode()

pause() unpause()

PredictionMarketVault
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processDeposit(address) batchProcessDeposit(address[])

processWithdrawal(address) batchProcessWithdrawal(address[])

approveFundsUsage(address, uint256)

cleanInactiveProtocols()

[yesWeight, noWeight] conditionId

RESOLVER_GAS_LIMIT

[1,1]

COUNTERPARTY_WINS

settleCondition()

ConditionalTokensReader
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OnboardingSponsor

setBudget(address, uint256) setBudgets(address[], uint256[])

setMatchLimit(uint256)

setBudgetManager(address) sweepToken(IERC20, address, uint256)

sweepNative(address, uint256)

OnboardingSponsor

CMD_BRIDGE CMD_ACK

PENDING

ConditionalTokensReader ConditionalTokensConditionResolver
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deployer PredictionMarketTokenFactory

CREATE3
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f2b6bd9231ae9915f9ba88f6bef02e7a914e6288

94919e2e9420a07234ad92910318465549049084

fe0c18ba03c347cbf3f3f60a33a2a382b92120056
8f8d2af07fe8b78d417931c

198d76d66fef56d563d22394155c5c66e38f97d1b
77eecf3cb88fcc8e2eba5b4

d8a8c43b626b0cd4bbe00a5baea2153013623ed5a
eba16e06ecd5beefdb63052

4c112d0fb3ef8fb465d00abbe295eb08ba66f87ba
8b7dcc3b00d4b0deb8bd74b

3fd3cc0564333d8464ff6b0de6deb28a57094a8af
e99ff8e9e6905b1d975f48a

3abd34604fd6fa360594393ac0af06e718866b645
ea890b130ae17beaf6779a1

9f7d6a512db41277d6ac9b61b11da50d8c8c35b69
b63fd4710f28368ddd7059f

1c6d2a20c0f1bbb907c995051894d392c57a4eaf4
bdf0997bc574c7e92a1bb1f

9ae9e9bb85beb7e6b67a78e71e1513c6224982dba
69b4b51180bc40535b49967
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e062eb5a4f9457e680d2cdd6a7dbf2de1c4206ebd
f59fee73ff56cd0f8b2ec4a

6a0020bd755f209c7d165758272cea4a359ed2225
24ba2f30844b638f86879b9

d99f15d7a35e817d490b9b5763956688c13e4280e
fa7fef493018c2344a3f057

a49a4947cef12233a2eb78b6c0208c9c39b9e4ca0
95f8b91579806910d7d61ba

9e8d3d501caca427db8269f3fe022b3e81b682a57
9e100b49071289d99eb5d28

64d257ca69f5cea70da1f5783b887ae1bae626c11
840c65ad2b0cfd0ee7a73bb

25b8666dc38cba5f9c6f5077e31c07aa07f76a12a
e11fa8291f421238f56ff25

1163665b56ea161095652ce67b0568634be368ef5
0172a210c3f9aa2fe9087d8

28c7bde3a8b4970168cb399ff00fb81adce53ba49
939174d0961be434ca4a05f

5aee5a565adeb485a2b81f89b4e3648bfa14faff6
5701ffadd37d70effd9ad15

038e5d7b44bf2a4b7aa457d0ad6319bf8faeb24b6
3e4c9f510f64a942c914d24

a999559e2717d9c1c6884026fe819a535e6bd343e
b33e40de48ca8e6a894c3a2

eaaa006b981a47c647a394882f1056d17549b0dc0
76d66301c99de395be37132



4/2/26, 3:22 PM Sapience A-1 | Macro Audits | The 0xMacro Library

https://library-pr-417.onrender.com/library/audits/sapience-1 13/32

313c7082bccc33087199f4d9a9ffe3870cdced03a
d48d6f4bac76540535c4e7d

8e124572a8aa57da90cdbb722400679607d56a2db
95740c005dbd7a6ea936645

e5b7ff1ab151592a1567cea87a3c8b3b72e2cb631
42f03a43dd1f909973b6c03
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782c39612c5b1503a62fe54

30bbe87be86b4136e5c025f5c61ab674e027ff585
7b293f9c0b734e89054e19b

3da2c3ada52f8a60dcf603bea373b8273a18f5c84
ccb949c09540e8142e08ced

dfd5989421cfa4f29a659274fea9ee0ed26f86420
3f445d29bfcf0dc9fc4d946

b134c9fbc1d42e0c0ccd6f2bc6ff5d3f5fa490f16
674e90e6ff3b8ef618ebc42

49a4945b29758112f5a7408aba31b8527cdc21e39
4f1db7334d1f78a816f4ce1
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1a5d6704425f5b32df690e6

ddaa9035f7794d7eb56616bc68ea7b8ccd896c863
bb35908bc424517e55f8115

82d96ecdf30cb074cd68d1d8860ba70c5072ee21a
08387914b290a5c735f351d
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13ca9b1889918f3365c8725f86eaa68cadc173f22
bf67d67d6963a5a6a22fce6

50bd14f9be77309ac0e54e419ae111e78ba535f85
d14e5a9f993eddeef4b9b80

10f1c9c9ffa1894182e851924633528e7480f7a5e
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5e4ff025ac971c3fdbfc8a1
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getClaimableAmount

settle()
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// Mint tokens proportional to wager (1:1 ratio)
IPredictionMarketToken(predictorToken)
    .mint(request.predictor, request.predictorWager);
IPredictionMarketToken(counterpartyToken)
    .mint(request.counterparty, request.counterpartyWager);

// Use ORIGINAL total tokens (= collateral in 1:1 ratio), not current totalSupply
// This ensures consistent payouts even after partial redemptions
uint256 originalTotalTokens = isPredictor
  ? config.totalPredictorCollateral
  : config.totalCounterpartyCollateral;

// Calculate claimable pool based on result
uint256 claimablePool = _calculateClaimablePool(
    config.result,
    config.totalPredictorCollateral,
    config.totalCounterpartyCollateral,
    isPredictor
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);

// Proportional payout: (amount / originalTotalTokens) * claimablePool
payout = (amount * claimablePool) / originalTotalTokens;

PredictionMarketEscrow PredictionMarketEscrow.mint()

pickConfigId

mint() pickConfigId
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function mint(IV2Types.MintRequest calldata request)
    external
    nonReentrant
    returns (
        bytes32 predictionId,
        address predictorToken,
        address counterpartyToken
    )
{
    // ... validation ...

    bytes32 pickConfigId = _computePickConfigId(request.picks);

    // Create or reuse token pair for this pick configuration
    IV2Types.TokenPair storage tokenPair = _tokenPairs[pickConfigId];
    if (tokenPair.predictorToken == address(0)) {
        // First bet with these picks creates both tokens
        (predictorToken, counterpartyToken) = _createTokenPair(pickConfigId);
        // ...
    } else {
        // Reuse existing tokens but no checks for config.resolved!
        predictorToken = tokenPair.predictorToken;
        counterpartyToken = tokenPair.counterpartyToken;
    }

    _executeMint(...);
}

pickConfigId

mint()

IV2Types.PickConfiguration storage config = _pickConfigurations[pickConfigId];
if (config.resolved) {
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    revert PickConfigAlreadyResolved();
}

shares expectedAssets

expectedShares pendingWithdrawalAssets

pendingWithdrawalAssets
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PredictionMarketBridge.bridge()

pickConfigId() isPredictorToken()

// Validate token has required interface (must be a PositionToken)
try IPredictionMarketToken(token).pickConfigId() returns (bytes32) { }
catch {
    revert InvalidToken(token);
}

try IPredictionMarketToken(token).isPredictorToken() returns (bool) { }
catch {
    revert InvalidToken(token);
}

PredictionMarketEscrow

pickConfigId isPredictorToken

CREATE3

PredictionMarketTokenFactory

function predictAddress(bytes32 pickConfigId, bool isPredictorToken)
    public
    view
    returns (address)
{
    bytes32 salt = computeSalt(pickConfigId, isPredictorToken);
    return CREATE3.predictDeterministicAddress(salt, address(this));
}

pickConfigId isPredictorToken

sourceToRemote remoteToSource

PredictionMarketBridgeRemote sourceToken
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// Always update mappings (in case of re-bridging after full release)
if (sourceToRemote[sourceToken] == address(0)) {
    sourceToRemote[sourceToken] = remoteToken;
    remoteToSource[remoteToken] = sourceToken;
}

remoteToSource

_escrowedBalances[realToken]

remoteToSource

PredictionMarketBridge.bridge()

PredictionMarketEscrow

keccak256(abi.encode(pickConfigId, isPredictorToken, sourceTokenAddress))
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PredictionMarketEscrow PREDICTOR_WINS

COUNTERPARTY_WINS

redeem() payout ==

0

function redeem(address positionToken, uint256 amount, bytes32 refCode)
    external
    nonReentrant
    returns (uint256 payout)
{
    // ... validation and payout calculation ...

    // Payout math
    payout = (amount * claimablePool) / originalTotalTokens;

    if (payout > 0) {
        // Burn the position tokens
        IPredictionMarketToken(positionToken).burn(msg.sender, amount);
        collateralToken.safeTransfer(msg.sender, payout);
        // ...
    }
    // @audit When payout == 0, entire logic is skipped and nothing happens
}

burn() !config.resolved

sweepDust()

function sweepDust(bytes32 pickConfigId, address recipient) external onlyOwner nonReent
    // ...
    uint256 predictorSupply =
        IPredictionMarketToken(tokenPair.predictorToken).totalSupply();
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    uint256 counterpartySupply =
        IPredictionMarketToken(tokenPair.counterpartyToken).totalSupply();

    if (predictorSupply > 0
      || counterpartySupply > 0) {
        revert TokensStillOutstanding(predictorSupply, counterpartySupply);
    }
    // ...
}

sweepDust

redeem()

redeem()

sweepDust()

redeem() payout == 0

PredictionMarketEscrow
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SessionKeyApproval validUntil

// Check session key is still valid
if (block.timestamp > sessionApproval.validUntil) {
    return false;
}

permissionsHash

SessionKeyApproval permissionsHash

bytes32 public constant SESSION_KEY_APPROVAL_TYPEHASH = keccak256(
    "SessionKeyApproval(address sessionKey,address smartAccount,uint256 validUntil,byte
);

permissionsHash

_isSessionKeyApprovalValid

permissionsHash

Permissions pickConfigIds

permissionsHash
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PredictionMarketEscrow

// Validate counterparty signature (EOA or session key)
if (!_validatePartySignature(
        predictionHash,
        request.counterparty,
        request.counterpartyWager,
        request.counterpartyNonce,
        request.counterpartyDeadline,
        request.counterpartySignature,
        request.counterpartySessionKeyData
    )) {
    revert InvalidSignature();
}
if (request.counterpartyNonce != _nonces[request.counterparty]) {
    revert InvalidNonce();
}

// Increment nonces
_nonces[request.predictor]++;
_nonces[request.counterparty]++;

PredictionMarketVault
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PredictionMarketEscrow

conditionResolver

IConditionResolver

isValidCondition(conditionId)

getResolution() getResolutions()

MintRequest

getClaimableAmount
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PredictionMarketEscrow getClaimableAmount()

positionToken predictorToken

settle()

PredictionMarketEscrow settle() prediction.settled = true

redeem()

config.resolved == true

PickConfiguration settle()

redeem()

_calculateClaimableForPrediction settle()

redeem()

settled

PredictionSettled
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/// @dev Handle ACK from Ethereal (burn escrowed tokens)
function _handleAck(bytes memory data) internal override {
    bytes32 bridgeId = abi.decode(data, (bytes32));
    PendingBridge storage pending = _pendingBridges[bridgeId];

    if (pending.status == BridgeStatus.PENDING) {
        pending.status = BridgeStatus.COMPLETED;

        // Now burn the escrowed tokens
        _escrowedBalances[pending.token] -= pending.amount;
        IPredictionMarketTokenBridged(pending.token)
            .burn(address(this), pending.amount);

        emit BridgeCompleted(bridgeId);
    }
}
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